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Absolute Control

Retain command of all your endpoints, Endpoint visibility is important. However, it's even more crucial to safeguard
o - o I your devices, applications, and data based on what you've learned by

all the time - even if they re off your gathering the truth across your endpoints. Endpoint control is therefore the

corporate network. next logical step in your endpoint management and security strategy. This

holds especially true because most attacks begin on endpoints used by
people — not the firewall or your servers. Typically, attackers gain control
over these entry points to the network through techniques like phishing;
from there, they can move laterally to access your servers.

Therefore, it's crucial to always retain command over all endpoints so you
can remediate risks before they become incidents.
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User Device XDA1021

.

Hello Janet,

¢I¢ Freeze Device It appears your laptop has left the United States, in
violation of our Travel Policy. Tell us below if it is
incorrect, you were unaware of the policy or have
received prior approval from your manager.

Please state your department and contact number:

Department
Phone No

Join Date

v
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Harvest the Power of the Absolute Platform

That’s where Absolute Control™ helps, as it combines all the capabilities of Absolute Visibility™
(e.g., reporting on hardware/software inventory, device and Web app usage, device security
posture, critical application health, endpoint data detection, and geolocation) with critical control
functions such as remote file deletion and data wipe, freezing devices on demand when at-risk,
end user messaging, as well as establishing geofences and alerts.

You can control your entire device fleet from the cloud-based Absolute® Console or via the
Absolute Mobile App, which are part of the Absolute Platform. Leveraging the always-on
connection provided by Absolute Persistence® technology, which is embedded in more than 600
million devices from leading system manufacturers, you can retain command of all your endpoints.
Whenever a user attempts to alter or remove it, Absolute reinstalls itself, ensuring a secure, always-
on connection between the Absolute Platform and the endpoint.

Your Lifeline to Protect At-Risk Devices

Absolute Control provides the lifeline to protect at-risk devices and data — even if they’re off your
corporate network.

@ Establish Geofences Set geo-zones and timers to automatically trigger actions whenever a
device leaves a ‘safe’ area or stops calling in, as well as detect unauthorized device movement

@ Selectively Delete Files from Devices Remotely delete specific files from at-risk devices,
perform end-of-life actions, and streamline remote device decommissioning

@ Wipe Data from Devices Remotely wipe data from at-risk endpoints and perform
end-of-life media sanitization by remotely wiping a device’s hard drive and generating
compliance certificates

@ Remotely Freeze At-Risk Devices Freeze at-risk devices on demand or on a schedule and
prevent spread of a ransomware infection or preserve evidence for litigation purposes

@ Send Secure End User Messaging Inform users in a timely and coordinated fashion by
displaying important messaging on their devices’ screen and solicit feedback

@ Remote Firmware Protection™ Activate firmware supervisor control remotely and at scale, as
well as minimize risk of firmware attacks

2 *Lenovo devices only /A
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Looking for a Bigger Toolbox?

While Absolute Control provides you a lifeline to protect at-risk devices and data, the Absolute Secure Endpoint product
portfolio offers you additional service tier options that might fulfill further business needs. Check out Absolute Visibility and
Absolute Resilience™ to determine what service tier is right for you.

Absolute Visibility

Source of truth for device and
application health.

What's Included
v Device Health
Security Posture

Device Usage

v

v

v Geolocation
v Web Application Usage
v

Endpoint Data Discovery
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Absolute Control

[ MOST POWERFUL ]

Lifeline to protect at-risk devices
and data.

All Visibility capabilities, plus
v Geofencing
v Device Freeze
v File Delete
v Device Wipe
v End User Messaging
v Remote Firmware Protection

ABSOLUTE CONTROL ADD-ONS
v Absolute Insights for Endpoints
Empowers your admins with fleet-
wide device and security trends.

v Absolute Ransomware Response
for Control Augment your Control
capabilities to gain an advantage
for ransomware preparedness and
recovery across your device fleet.

RELATED PRODUCT PACKAGES
v Absolute Control for Chromebooks
Specifically tailored capabilities for
Chromebook users.

Absolute Resilience

Delivers application self-healing and
confident risk response.

All Control capabilities, plus
v Application Health
v Application Resilience
v Remediation Script Library

v Investigations and Recovery of
Lost/Stolen Devices

See Related Resources
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Absolute Software makes security work. We empower mission-critical performance
with advanced cyber resilience. Embedded in more than 600 million devices, our
cyber resilience platform delivers endpoint-to-network access security coverage,
ensures automated security compliance, and enables operational continuity. Nearly
21,000 global customers trust Absolute to protect enterprise assets, fortify security
and business applications, and provide a frictionless, always-on user experience.

Request a Demo
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